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SOFTWARE 2015:
A NATIONAL SOFTWARE STRATEGY TO
ENSURE U.S. SECURITY AND
COMPETITIVENESS

Report of the 2nd National
Software Summit

The Center for National Software Studies (CNSS) has been established as a 501 (c) (3) not-for-profit “think tank” organization whose mission is to
elevate software to the national agenda, and to provide objective expertise, studies and policy recommendations on national software issues. In a
span of less than 30 years, computer software has emerged as a pervasive and critical national resource. Software today is vital to America’s global
competitiveness and national security, and is a key enabling agent in the nation’s infrastructure. The CNSS addresses software issues through a
three-part program composed of forums, studies, and communications. Software-related issues and challenges that require informed and effective
leadership include topics such as:

Meeting public needs for trustworthiness in critical software systems.
Ensuring national competitiveness in the global software marketplace.
Educating and training the current and future software workforce.
Ensuring qualifications and competency of software professionals.
Protecting intellectual property and preventing software piracy.
Defining an effective agenda for software research and investment.
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With the theme “Software: The Critical Infrastructure
Within the Critical Infrastructures,” the 2" National
Software Summit (NSS2) convened in Washington,
D.C., May 10-12, 2004. More than 80 senior execu-
tives and thought leaders from government, industry,
and academia participated over the three-day period.
This summit was hosted by the Center for National
Software Studies (CNSS) in cooperation with the
following organizations:

* The Council on Competitiveness

* The Information Technology Association of Amer-
ica (ITAA)

» The Systems and Software Consortium (SSCI)
(formerly the SPC)

e The Northern Virginia Technology Council
(NVTC)

» The IEEE Reliability Society

As the summit theme indicates, software underpins
virtually all of the nation’s critical infrastructures.
Yet there are many areas of concern regarding this
vitally important software, as well as the multitude of
software systems on which our national economy
depends. In light of these critical dependencies, the
objective of NSS2 was to review the state of the
software industry, the software workforce, software
technology, and the trustworthiness of software sys-
tems, and, based on those reviews, to develop a na-
tional software public policy strategy.

In preparation for the summit, the CNSS convened a
series of four supporting workshops on the following
topics:

e The Software Workforce—March 17, 2004, Ar-
lington, Va.

» Trustworthy Software Systems—April 8-9, 2004,
Monterey, Calif.

* The Software Industry—April 27, 2004, Herndon,
Va.

* Software Research and Development—April 28,
2004, Tysons Corner, Va.

The results of these workshops were reported on at
the summit and are available at the CNSS web site,
www.cnsoftware.org.

This report summarizes the discussions and findings
of NSS2 and sets forth its primary recommendations
in the form of a National Software Strategy. For con-
venience, the report is structured in two parts. The
first part stands alone as a summary report of the
summit and its recommendations; the second part, for
completeness, includes copies of the summit presen-
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tations and additional detail from the four preparatory
workshops. The second part is available on the web
at www.cnsoftware.org.

This report is being released in early 2005. In the
considered judgment of the summit participants, the
report would have maximum potential for impact by
being released after the 2004 election was completed
and the new players were in place on the national
scene. This set of national leadership players are a
primary audience for whom this report is intended.

NSS2 expresses its appreciation to the following or-
ganizations for their generous support which made
the summit and the workshop series possible:

* Sybase, Inc.

* FAA

* Learning Tree International

» Mitretek Systems

* Cigital

e Mercury Computer Systems
* Pragmatics, Inc.

* Visual Software International

Finally, we would like to extend our appreciation to

the speakers and participants who gave generously of
their time in support of this important effort.

Alan B. Salisbury, Ph.D.
President, CNSS & Chairman, NSS2

il



EXECUTIVE SUMMARY

With the nation now in the early years of the twenty-
first century, it is fair to say that we have become
exceptionally dependent on information systems
technology, and the linchpin of that technology is
clearly software. For all of the many advantages and
enormous benefits that information technology has
brought and continues to bring us, it has also sub-
jected us to increasing risks that demand attention at
the highest levels of government, industry, and aca-
demia. Indeed, the state of software today exposes
the nation to risks in several key areas, such as:

¢ Risk of critical infrastructure failures

¢ Risk of sudden and severe economic loss

¢ Risk of loss of life and limb

* Risk of loss of public confidence

» Risk of loss of our technological edge and leader-
ship

To bring these risks into clearer focus we need only
remember a few major incidents: the general collapse
of a major portion of the long distance telephone net-
work traced to inadequate design of the underlying
software; the enormous disruption of business and
government on multiple occasions due to computer
viruses and worms, all exploiting defects in software;
and software deficiencies that have allowed medical
equipment to release fatal doses of radiation during
routine usage. As if to add emphasis to the point, an
airline’s entire fleet was recently grounded and thou-
sands of passengers were stranded over the 2004
holiday season thanks to a relatively simple software
bug involving the overflow of a counter.

With this as background, over 80 senior executives
and thought leaders convened in Washington in 2004
at the 2™ National Software Summit (NSS2) to assess
where the nation is today with regard to software and
the progress that has been made in the past 30 years
since the Department of Defense declared that it
faced a software crisis. The conclusion of the summit
participants was two-fold. First, enormous progress
has definitely been made on many fronts in combat-
ing the problems associated with software. Signifi-
cant advances have been made and continue to be
made in software technology, tools and practices.
That was the good news. The bad news is that in the
same period of time, the growth in pervasiveness and
complexity of software has significantly outpaced
that progress.

While the term “crisis” is too strong for some to de-
scribe where we are today, there is no doubt that we
face very serious problems with very serious conse-
quences. Real improvements can only come from
dedicated efforts spurred on by an enlightened lead-

ership. Toward that end, the NSS2 participants con-
cluded that it is time for us, as a nation, to elevate
software to a matter of national policy through the
implementation of a National Software Strategy to be
pursued through public-private partnerships involv-
ing government, industry and academia. The vision
for this strategy includes two mutually supporting
and complementary goals: Achieving the ability to
routinely develop and deploy trustworthy software
products and systems, while ensuring the continued
competitiveness of the U.S. software industry.

The proposed National Software Strategy is intended
to spearhead a ten-year national effort designed to
bring this vision to reality by 2015. The strategy in-
cludes four major programs with the themes listed
below, each consisting of one or more initiatives
which are further detailed in the report.

* Improving Software Trustworthiness

* Educating and Fielding the Software Workforce

* Re-Energizing Software Research and Develop-
ment

* Encouraging Innovation Within the U.S. Software
Industry

As a first step in implementing the strategy, a Na-
tional Software Strategy Steering Group (NSG) is
being established with representation from the lead-
ing technical and professional organizations repre-
senting government, industry, and academia. The
NSG will oversee and coordinate actions taken in
furtherance of the National Software Strategy, make
programmatic adjustments as required over time, and
convene a series of follow-on summits at three-year
intervals to assess progress toward the goals and rec-
ommend mid-course corrections and additional ac-
tions as appropriate.
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1. INTRODUCTION AND OVERVIEW

With the nation now in the early years of the twenty-
first century, it is fair to say that we have become
exceptionally dependent on information systems
technology, and the linchpin of that technology is
clearly software. For all of the many advantages and
enormous benefits that information technology has
brought and continues to bring us, it has also sub-
jected us to increasing risks that demand attention at
the highest levels of government, industry, and aca-
demia.

This report of the 2™ National Software Summit
(NSS2) is intended to bring the important issues and
risks relating to software into focus, and to outline a
strategy and a series of initiatives designed to create a
way forward to significantly reduce those risks.

National Software Dependency: Risks,

Issues and Opportunities

The theme of NSS2 was “Software: The Critical In-
frastructure Within the Critical Infrastructures!”
Software today is truly ubiquitous, playing visible
roles in computer systems all around us, as well as
relatively invisible roles, embedded in a myriad of
places where the users are not typically conscious of
it as software, from miniature electronic devices to
appliances to automobiles. More important, all of our
critical national infrastructures, from the power grid
to our transportation systems, from our communica-
tions networks to our financial infrastructures, liter-
ally run on information technology and software in
particular.

When one considers the degree to which the United
States is dependent upon software, especially within
those critical infrastructures, and when that depend-
ence is balanced against the current state of software
quality and reliability, it is fair to conclude that we
are truly a nation at risk of unacceptable conse-
quences of software failure. Indeed, we are in fact at
risk in several key areas, such as:

¢ Risk of critical infrastructure failures

¢ Risk of sudden and severe economic loss

¢ Risk of loss of life and limb

* Risk of loss of public confidence

» Risk of loss of our technological edge and leader-
ship

To bring these risks into clearer focus we need only
remember a few major incidents: the general collapse
of a major portion of the long distance telephone
network that was traced to inadequate design of the
underlying software; the enormous disruption of
business and government alike that has occurred on

multiple occasions due to computer viruses and
worms, all exploiting “holes” or defects in operating
system software; and, perhaps even more dire for
some, software deficiencies that have allowed medi-
cal equipment to release fatal doses of radiation dur-
ing routine usage. As if to add emphasis to the point,
an airline’s entire fleet was recently grounded and
thousands of passengers were stranded over the 2004
holiday season thanks to a relatively simple software
bug involving the overflow of a counter.

The 80-plus senior executives and thought leaders
that convened in Washington at NSS2 assessed where
the nation is today with regard to software and the
progress that has been made in the past 30 years since
the Department of Defense (DoD) declared that it
faced a software crisis. The conclusion of the summit
participants was two-fold. First, enormous progress
has definitely been made on many fronts in combat-
ing the problems associated with software. Signifi-
cant advances have been made and continue to be
made in software technology, tools and practices.
That was the good news. The bad news is that in the
same period of time, the growth in pervasiveness and
complexity of software has significantly outpaced
that progress. Most disturbing, perhaps, was a con-
clusion that we actually face two critical gaps with
regard to software technology. The first gap is the
gap between what we require in software tools and
technology to routinely develop error-free software
and the current state-of-the-art. The second gap is
between the current state-of-the-art and the actual
state-of-practice within industry. Simply stated, far
too great a segment of the industry is failing to apply
proven approaches and techniques that could improve
the quality of software products by an order of mag-
nitude or more!

In addition to the technology and state-of-practice
gaps, we face another gap of equal importance related
to our global competitiveness. The rapid increase in
high-quality, low wage offshore software sources
makes it imperative that special attention be paid to
software workforce skill shortage and wage issues, to
our willingness to invest in maintaining technological
leadership, and to the need to nurture and stimulate
our national capacity for innovation.

While the term “crisis” is too strong for some to de-
scribe where we are today, there is no doubt that we
face very serious problems with very serious conse-
quences. Real improvements can only come from
dedicated efforts spurred on by an enlightened lead-
ership. And “enlightenment” must begin with an un-
derstanding of the situation, an acceptance of its im-
portance to the nation, an appreciation of the very
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real prospects for turning it around, and a commit-
ment to making that happen. Toward that end, this
report will address a number of areas of concern and
opportunities for improvement that, taken together,
lead to a National Software Strategy designed to re-
solve the current situation.

Opportunities

While the nation clearly faces risks and challenges
due to its dependency on less-than-perfect software,
there are, at the same time, numerous opportunities
for mitigating these risks. The Summit participants
and the preparatory workshops developed four areas
which offer significant potential for improving the
situation. These are outlined below, and examined in
detail in the following section, 4 National Software
Strategy.

* Most important, perhaps, is the opportunity to di-
rectly address issues pertaining to software security
and quality from a broader perspective that can
best be termed software “trustworthiness.” Achiev-
ing high levels of trustworthiness in software has
heretofore been an elusive goal, as has defining
precisely what is meant by the term “trustworthy.”

» Software remains a labor-intensive industry. Con-
sequently, the issues of the availability of educated
software practitioners and competitive wage struc-
tures dominate the focus on the software work-
force. Here, too, there are opportunities that present
themselves.

* Well targeted research and development (R&D)
offers major opportunities to improve the state-of-
the-art of software development in particular. Such
R&D typically is accomplished both within indus-
try and academia, with industry focusing more on
“application oriented” objectives, while academia
is concerned with both near-term and long-term ob-
jectives. Government, while to a limited extent a
contributor through its own laboratories, contrib-
utes significantly more through direct funding sup-
port such as National Science Foundation pro-
grams.

* The U.S. software industry stands apart from the
rest of the world in its record of sustained innova-
tion over decades and across industry sectors. De-
spite its earlier structural and economic advantages,
the United States now finds itself at a potential in-
flection point with innovation stalled and facing
new realities that pose significant challenges to
global innovation leadership. The Summit partici-
pants see the potential for that industry to reassert
its international pre-eminence through a concerted
effort to encourage innovation.



2. ANATIONAL SOFTWARE STRATEGY

To translate the above opportunities into real solu-
tions, it is time for us, as a nation, to elevate software
as a matter of national policy through the establish-
ment of a National Software Strategy to be pursued
through public-private partnerships involving gov-
ernment, industry, and academia alike. The vision
for this strategy includes two mutually supporting
and complementary goals: Achieving the ability to
routinely develop and deploy trustworthy software
products and systems, while ensuring the continued
competitiveness of the U.S. software industry.

The proposed National Software Strategy is intended
to spearhead a ten-year national effort designed to
bring this vision to reality by 2015. The strategy in-
cludes four major programs with the themes listed
below, each consisting of one or more initiatives
which are further detailed in the sections that follow:

* Improving Software Trustworthiness

* Educating and Fielding the Software Workforce

* Re-Energizing Software Research and Develop-
ment

* Encouraging Innovation Within the U.S. Software
Industry

A. Improving Software Trustworthiness

Background

As a modern information-based society, the United
States is irreversibly dependent on software systems
of remarkable scope and complexity that control key
infrastructures in energy, communications, manufac-
turing, finance, government, and defense, to name a
few. Software has become a pervasive enabling ele-
ment in the entire national economy, improving pro-
ductivity and fostering whole new industries. At the
same time, this dependency carries significant risks
that arise in large part from inadequate trustworthi-
ness in software. While it is people who control criti-
cal infrastructure systems, that control is universally
mediated by software; if the software fails, control
can be compromised or even lost. These risks are
often not well understood by policy makers, yet carry
substantial consequences for disruption and distress
on a national scale. Risks are compounded by growth
in the complexity and interconnection of systems.
Systems of systems are the order of the day, with
their uncertain boundaries, changing user popula-
tions, dynamic compositions of services, and limited
visibility and control. The problems of trustworthy
software have become national in scope and risk,
well beyond the self-interest and resources of indi-
vidual corporations and organizations. The need is

for a national focus to articulate and address these
problems in a coherent manner.

Trustworthiness means worthy of being trusted to
fulfill whatever critical requirements may be needed
for a particular software component, application, sys-
tem, or network. Trustworthiness requirements typi-
cally involve, for example, attributes of security,
safety, reliability, performance, and survivability
within a broad spectrum of potential adversities and
compromises. Measures of trustworthiness are mean-
ingful only to the extent that requirements are suffi-
ciently complete and well defined. Trustworthiness in
large-scale network systems requires that their hard-
ware, software, communication, and power compo-
nents be trustworthy, and also requires trustworthi-
ness on the part of their developers and maintainers.
Human fallibility and malicious intent will always be
present, and purely technical approaches to trustwor-
thiness will never be sufficient. Risk management
will always play an important role in preparing for
inevitable failures. Nevertheless, many problems re-
sult from insufficient trustworthiness in software it-
self, and addressing this issue can go a long way to-
ward improving the trustworthiness of software sys-
tems. The following properties are often cited as key
elements of software trustworthiness:

« Security. Many software products and systems are
riddled with security exposures. Most of these are
unintentional, the result of poor software engineer-
ing and programming practices, but intentionally
installed malicious code, such as Trojan horses and
trapdoors, are a significant problem. Exploitation
of these exposures can lead to loss of confidential-
ity and integrity, denial of service, and outright
theft and fraud. The battle in industry and govern-
ment against viruses, worms, and spam consumes
substantial time and resources that could be better
spent on productive activities.

 Safety. No software system should exhibit unin-
tended behavior that harms people or property. Yet
software safety problems have been found respon-
sible for failures in aviation, medicine, space ex-
ploration, banking, and transportation, to name a
few.

* Reliability. Many errors and failures have been
documented in large-scale defense, telecommuni-
cations, energy, space, and financial systems af-
fecting millions of stakeholders. In addition, while
the costs are difficult to estimate, there can be no
question that the daily software failures experi-
enced by millions of individual users accumulate to
a substantial waste of valuable resources.



 Survivability. Survivability requires that systems
continue to support mission objectives in adverse
circumstances that can compromise or disable ca-
pabilities. Yet many systems are designed and pro-
grammed for benign environments, and exhibit
brittle and fragile behavior when confronted with
adverse events, foreseeable as well as unforeseen.

Goals

For modern information-based societies, trustworthy
software is not an option, it is a necessity. However,
increasing evidence suggests that software engineer-
ing has reached the limits of development technolo-
gies evolved in the first 50 years of computing, and
that no amount of being careful and trying harder can
scale up to the size and complexity of future systems.
New technologies and approaches are required to (1)
identify and analyze trustworthiness properties,
(2) develop trustworthy software, (3) expand aware-
ness and education in trustworthiness issues, (4) in-
centivize software developers to produce trustworthy
software, and (5) increase R&D in software trustwor-
thiness. These goals are elaborated into a set of initia-
tives as follows.

Initiatives
T-1: Trustworthy Software Analysis

Objectives:

* Develop measurement methods for a National
Software Quality Index to serve as a metric for the
quality of software products developed and fielded
within the U.S.

* Identify and characterize the attributes that con-
tribute to software trustworthiness.

* Develop methods for objective assessment of the
trustworthiness of software products, families of
products, entire software systems, and systems of
systems, and provide stakeholders with practical
and justifiable levels of software trustworthiness.

* Investigate the feasibility of creating independent
organizations to evaluate software trustworthiness.

Tasks:

» Task T-1a: National Software Quality Index. This
task will develop metrics to establish a baseline of
current software quality against which future gains
can be measured and progress tracked through an-
nual assessments and analysis. The index will serve
as the essential indicator of the success of the Na-
tional Software Strategy beginning in 2005 and ex-
tending through the target year 2015.

* Task T-1b: Trustworthiness Attribute Definition.
It is necessary to treat trustworthiness in a holistic
fashion by identifying and making visible those at-
tributes that influence stakeholder trust in software
systems. This task will identify these attributes and
how to quantify and measure them.

» Task T-1c: Trustworthiness Assessment. This task
will develop measures and processes for assessing
trustworthiness properties of software. It will in-
vestigate the extent to which automated methods
for checking trustworthiness can be developed, and
assess how rapidly changing, plug-and-play soft-
ware systems can be evaluated for trustworthiness.
The task will also explore how to provide stake-
holders with practical and justifiable levels of
software trustworthiness for the environments
within which they operate, and how to inform them
on interdependencies and trade-offs of software
properties that affect trustworthiness.

e Task T-1d: Trustworthiness Evaluation by Inde-
pendent Organizations. It is important to improve
the believability and transparency of information
about the trustworthiness of software. Independent
assessment organizations could be established to
provide such information. This task will explore
that possibility, including questions of evaluation
methodology, trustworthiness frameworks and
standards, protection of proprietary materials, and
funding models.

T-2: Trustworthy Software Development
Objectives:

* Produce empirical evidence to determine how spe-
cific software engineering processes and practices
lead to trustworthy software.

» Develop new technologies and processes for Next-
Generation Software Engineering for trustworthy
software development.

Tasks:

* Task T-2a: Empirical Software Engineering
Evaluation. Many of the processes and practices
employed to develop and maintain software have
not been thoroughly investigated; their utility is of-
ten evaluated on the basis of anecdotal evidence.
This task will perform empirical studies to assess
the extent to which specific processes and practices
make a positive contribution to trustworthy soft-
ware development.

o Task T-2b: Next-Generation Software Engineer-
ing. Current methods of software engineering lack
practical means to determine and validate the full
functional behavior of programs, and are often



overwhelmed by the size and complexity of large-
scale systems. This task will define foundations
and practices necessary to transform software en-
gineering into a computational engineering disci-
pline that employs mathematics-based computa-
tional automation to develop and validate the be-
havior of trustworthy software components and
systems. Such an approach has potential to make
correct software development a fast and routine
process, with corresponding improvements in man-
ageability and predictability of software projects.
Other engineering disciplines have made this trans-
formation to computational methods to their ever-
lasting benefit.

T-3: Trustworthy Software Education and
Awareness

Objectives:

* Improve and extend the treatment of trustworthy
software concepts and methods in software engi-
neering and computer science programs.

* Improve the ability to communicate software
trustworthiness concepts to all stakeholders.

Tasks:

» Task T-3a: Trustworthy Software Education. So-
ciety’s ability to develop trustworthy software be-
gins with the education of its computer scientists
and software engineers. A required first step is to
better incorporate trustworthiness concepts and
practices into university curricula. Adopting a
large-scale system perspective is especially impor-
tant, with the aim of establishing an interdiscipli-
nary approach that focuses on embedded and net-
work-centric systems, identifies trustworthiness
considerations in integration of software and con-
taining systems, and accommodate dynamic inte-
gration and reconfiguration of software and sys-
tems. This task will develop curriculum recom-
mendations and guidelines for integrating trustwor-
thiness considerations into university curriculums
at undergraduate and graduate levels.

* Task T-3b: Trustworthy Software Awareness.
Enterprise executives, technical professionals, and
shareholders must be provided with enough infor-
mation to make informed assessments of the trust-
worthiness of software products and systems.
Awareness of trustworthiness issues is equally im-
portant for individual consumers with little or no
knowledge of computing and software engineering
who can likewise demand better software and sys-
tems from vendors. At the same time, both groups
must understand that errors and failures are not in-

evitable, and that better software can be demanded
through marketplace mechanisms. This task will
develop initiatives aimed at educating all software
stakeholders on trustworthy software issues, risks,
and opportunities. It will explore channels of
communication, including possibilities for feed-
back from users and consumers to vendors and de-
velopers, as well as methods for distillation and
sharing of information on software trustworthiness,
including possibilities for software certification.

T-4: Trustworthy Software Business Practices
Objectives:

* Create incentives and methods to encourage soft-
ware development organizations to produce trust-
worthy software.

* Develop public and private sector procurement
processes that require software products and sys-
tems to be trustworthy.

Tasks:

* Task T-4a: Trustworthy Software Incentives.
Market forces have generally proven insufficient to
induce software development organizations to pro-
duce trustworthy software. In many organizations,
time-to-market, product features, and cost are pre-
dominant considerations, with the trustworthiness
required by stakeholders treated as a secondary is-
sue. Systems must often be retrofitted with jury
rigged trustworthiness capabilities, a clearly unsat-
isfactory approach. This task will explore addi-
tional incentives, perhaps legal and/or economic in
nature, that can foster development of trustworthy
software as a competitive advantage rather than as
a compliance and cost burden.

o Task T-4b: Acquisition Processes for Trustworthy
Software. An urgent need exists to reform the
processes by which public and private sector or-
ganizations procure software products and systems
that must be trustworthy. Acquisition personnel
must understand that achieving high levels of
trustworthiness in initial procurements is a good
investment when viewed from a total lifecycle per-
spective. This task will explore methods for im-
proving procurement processes, including educat-
ing acquisition personnel on software trustworthi-
ness concepts (per T-3 above), developing system
capability models and case studies for trustworthy
software contracting, and incorporating academic
experts on software trustworthiness into acquisition
organizations.



T-5: Trustworthy Software R&D
Objectives:

* Increase investment in trustworthy software re-
search and development.

* Promote trustworthiness technology transfer to
industry.

Task:

* Task T-5a: R&D for Trustworthy Systems. A criti-
cal requirement exists for R&D in technologies that
support trustworthy system development. That
R&D must be accompanied by effective inter-
change between academia and industry, along with
funding to support such collaborations, to put tech-
nology advances into practice. Technology transfer
should be encouraged by funding basic research, in
addition to sponsoring technology transfer of the
state-of-the-art into the state-of-practice. This task
will develop integrated recommendations for both
R&D in trustworthy systems and academic-
industry collaborations for technology transfer in
coordination with Task R-la within the “Re-
Energizing Software Research & Development”
program described in Section 2 D (below).

B. Educating and Fielding the Software
Workforce

Background

Our economy is bolstered by the fact that nine of the
top ten worldwide software firms measured by reve-
nues are U.S. firms and the U.S. software industry
accounts for over 90 percent of worldwide software
sales. Software and software innovation are also of
increasing importance to the success of the automo-
bile, manufacturing, telecommunications, and indeed
most every other U.S. industry. From the perspective
of national security, individual military systems such
as jet fighters and tanks, military intelligence, and
battlefield tactics and strategy are all dependent today
on high quality, innovative software. Within our
homeland, the operation and security of our dams,
bridges, electric power grid, transportation systems,
and water supply are all also dependent on software.

Offshoring notwithstanding, a strong software indus-
try enables the United States to continue to add high
end, high productivity jobs that are the key to higher
standard of living for our citizens. Many of these jobs
are in software and related industries, but many are
also in firms in industries that are dependent upon
software.

As software development continues to be labor inten-
sive, our economic health and national security are
ultimately dependent on having a top notch software
engineering and software management workforce that
is able to maintain a worldwide lead in software de-
velopment and innovation. Ensuring the necessary
size and skills of this workforce, however, is compli-
cated by the recent economic downturn in technol-
ogy, by the nation’s post 9/11 focus on homeland
security and the associated software development
needs, and by the increasing competitiveness of off-
shore economies in information technology.

In developing policy approaches to ensure that the
United States has a software workforce of the right
size with the right skills at the right time to meet our
national security and economic needs, it is necessary
to look at issues and trends that will affect the supply
and demand of software development professionals
in the coming years.

* Supply. The number of university software and
management information systems majors has been
decreasing since the technology downturn in the
year 2001 and the enrollments have only recently
begun to plateau. With the downturn and with the
increase in offshore outsourcing, there is a percep-
tion by many potential students that other career
choices provide better and more stable opportuni-
ties.

With fewer students entering software fields, there
is going to be an increasing challenge in maintain-
ing the strength of the software workforce over the
next ten years as the workforce ages and the re-
tirement rates accelerate. Over 20 percent of the
federal government technical workforce becomes
eligible for retirement in the next five years and the
overall software workforce is beginning to reach
retirement age at a similar rate.

The U.S. software workforce supply has been sup-
plemented by foreign nationals moving to the
United States as part of their education or through
the H1-B and L1 visa programs. In addition, the
workforce capability has been supplemented
through the offshore outsourcing of some work to
India and others.

* Demand. The forecasted demand for software and
technical professions is somewhat uncertain due
both to our nation’s homeland security focus and
the associated software development needs after
September 11", and to the recent technology down-
turn. Many of the studies that have been conducted
are in conflict or use data from prior to 2001. Nev-



ertheless, there is consistent data that there are
shortages in certain skill and work areas, especially
in jobs requiring familiarity with the latest tech-
nologies and those requiring U.S. government se-
curity clearances. In contrast, in some other soft-
ware work areas, there is some unemployment and
weakness in wages which may indicate that short-
ages do not currently exist there.

Also contributing to uncertain forecasted demand
is the greater emphasis of many countries, includ-
ing India, China, Philippines, Russia and Malaysia,
on speeding their conversion to knowledge econo-
mies and correspondingly strengthening their tech-
nology workforces. The United States has bene-
fited over the last ten years from the mobility of the
international software workforce, but whether the
United States will continue to attract overseas
workers as other countries compete more effec-
tively is an open issue.

» Education—Mediating Supply and Demand. Edu-
cation and training mediates the supply and de-
mand for software and technology workers. The
goal of the education system is to provide the op-
portunity for interested students to gain a good
base education when starting their careers and then
to provide the opportunity for education and train-
ing to stay current as the technology and the indus-
try change. When sufficient numbers of students
begin and complete their initial education, and
maintain their continuing education to stay current,
they provide a base for having a software work-
force of the right size and having the right skills at
the right time.

Offshore outsourcing is a major factor that requires
special consideration. When used for software devel-
opment and support, offshoring certainly provides
some short-term economic advantages for companies
that choose to follow this path, and it results in an
apparent decrease in the need for U.S. software pro-
fessionals. This trend must be balanced, however,
against the economic and national security interests
(including both defense and homeland security) that
are impacted by the resulting dependence on foreign
nationals and, in some cases, their governments. And
it has significant implications for the education and
training of onshore professionals who must, as a
minimum, learn to be intelligent buyers of offshore-
developed products.

Initiatives

The proposed initiatives focus on clarifying the new
issues affecting the forecasted needed size and com-
position of the software workforce—and then helping

to enhance the educational opportunities and quality
that will increase the ability to meet the nation’s fu-
ture economic and national security software needs.

W-1: Science and Engineering Revitalization
Initiative

Objectives:

* Reverse the decline in engineering and science
major enrollments in U.S. colleges and universities,
with emphasis on computer science, software engi-
neering and computer engineering programs in par-
ticular, with a goal of a net 15 percent annual in-
crease over the period 2005-2015.

* Ensure an adequate supply of highly trained and
creative software professionals who, for security
reasons, are U. S. nationals.

Tasks:

o W-1a: IT/Software Career Motivation Campaign.
Students begin to make curricular choices that in-
fluence or limit their subsequent study and career
choices as early as in middle school. This task will
seek to develop a series of promo-
tional/motivational materials targeted at middle
school, junior high school and high school students
and guidance counselors, as well as undergraduate
community college, college and university students
and academic advisors at all levels, highlighting
the exciting and challenging career opportunities
that are offered in the fields of computer science
and engineering.

o W-1b: IT/Software Education and Employment
Incentives. Examine existing student loan pro-
grams to consider special provisions for lower APR
rates for students enrolled in appropriate
IT/software-related majors, as well as possible for-
giveness provisions for employment in those career
fields for a minimum payback period. Further, ex-
amine opportunities to provide tax credits for em-
ployment of these students. Both would potentially
apply only to students who are U.S. citizens with
no security clearance encumbrances, and to posi-
tions with employers in defense and homeland se-
curity programs.

o W-Ic: IT/Software Federal Career Opportunities.
Enhance the federal government software opportu-
nity and career progressions, especially in software
fields requiring clearances, in order to attract stu-
dents into these careers. The establishment of a ro-
bust intern program for U.S. citizen IT/software
graduates would be a primary element of this task.



W-2: Software Engineering Education Initia-
tive

Objective:

* Enhance the ability of universities and other soft-
ware education and training providers to meet the
educational needs of students aiming to enter soft-
ware careers as well as software professionals who
are continuing their education in order to remain
current with new technologies.

Tasks:

* W-2a: Software Engineering FEducation Re-
quirements. Develop a joint initiative between uni-
versities, the federal government, and industry to
agree on the range of hard and soft skills needed by
software engineers.

* W-2b: Continuing Education/Lifelong Learning.
Develop an initiative to increase the life long learn-
ing opportunities for software professionals
through U.S. universities and other training organi-
zations.

* W-2c: Regional Education Programs. Develop
regional programs tied to regional economic devel-
opment initiatives to enhance the opportunity for
software education in areas trying to increase their
technology business base.

o W-2d: Software Certification Accreditation. De-
velop a national registry of software certifications
and develop an accrediting system for software cer-
tifiers. Include in the registry data on numbers of
software professionals with certifications and pur-
suing certifications. Included in this task is an ef-
fort to update the Office of Educational Research
and Improvement, U.S. Department of Education
October 2000 study titled “A Parallel Postsecond-
ary Universe—The Certification System in Infor-
mation Technology.”

W-3: Understanding the Real Impact of Off-
shore Outsourcing on the Workforce

Objective:

* Gain a better understanding of the long term shifts
in supply and demand of the U.S. software work-
force by the increasing level of technology compe-
tition from countries such as India and China, and
by the increasing availability and mobility of inter-
national software labor.

Tasks:

* W-3a: Offshoring Impact Study. 1dentify the long
term impacts of offshore outsourcing on the U.S.
software industry workforce supply and demand
and its associated impact on the U.S. software in-
dustry and U.S. software profession. Include an ex-
amination of the related issues of requirements de-
velopment, intercommunications, and testing and
acceptance of offshore developed products and the
implications for the education of intelligent buyers.

o W-3b: Software Value-Chain Roadmap. Develop
and produce a roadmap on how the United States
can move further up the value chain for software
development, delivery, and innovation.

C. Re-Energizing Software Research and
Development

Background

Our national software and IT capability is strategic
both for national security and as a competitive differ-
entiator in diverse markets. Software is an engineer-
ing building material with unique properties. It is
conceptual and symbolic, and its physical manifesta-
tion is relatively inconsequential. Our ability to
achieve scale, complexity, malleability, and flexibil-
ity is limited only by our human intellectual capacity.
We gain leverage through improvements to software
processes and tools, and in being able to rely more
effectively on the work of others. The most compel-
ling evidence of progress is the capability, complex-
ity, and scale of modern software systems, where 50
million lines of code is not unusual, as compared
with those of a decade ago.

Because of these unique characteristics, over the past
50 years software capability has become a principal
source of competitive advantage in markets ranging
from health care and financial services to telecom-
munications and entertainment. In aerospace, soft-
ware provides the principal embodiment for autono-
mous and robotic capability. The traditionally desig-
nated software industry is a relatively small part of
the overall U.S. software enterprise—many aero-
space, financial services, and telecommunications
firms, for example, employ thousands of analysts and
software engineers. Competitive advantage in soft-
ware comes from an ability to combine mastery of
organizational engineering processes with technical
depth and sophistication in order to implement crea-
tive and aggressive concepts.

Despite this pervasive deployment and reliance on
software, it remains difficult to create software in a



predictable and repeatable fashion. It is difficult to
test and assure quality for even the smallest-scale
software systems, and it is difficult to understand the
software that we ourselves create. In other words,
software engineering remains an immature disci-
pline, despite the pervasive extent of its adoption and
reliance. While enormous strides have been made in
improving software capability, as evidenced by the

scale and complexity of the present generation of

systems, fundamental challenges nonetheless remain,
particularly with respect to quality and capability.

There are five principal findings of the NSS2 Work-
shop on Software R&D:

» Software R&D has strategic significance. Software
is a strategic building material that is vital to na-
tional security and economic competitiveness. A
loss of innovation leadership could have catastro-
phic effect for both national security and interna-
tional economic competitiveness in many sectors.
Many other countries now recognize the value of
innovation leadership in the particular area of soft-
ware technology, and are making strategic invest-
ments. The United States cannot step back from its
pivotal role in leading technology advancement
and building on this to define practices and set
critical standards.

* Industry R&D has significant gaps and government
must provide a strong R&D role. The vast portion
of activities categorized as industry R&D is fo-
cused on development activity in support of crea-
tion of appropriable value related to specific prod-
ucts and services. There is an important structural
role for government in software R&D. It is tempt-
ing to think that the IT industry will eventually ad-
dress all these issues as a matter of course. In many
other industries this is a legitimate conclusion, and
best policy for meeting critical requirements may
be to follow the market. This is generally not true
for IT, and indeed defies the historical truth of the
past 50 years of IT innovation.

The U.S. leadership in IT innovation is the legacy
of several decades of effective and steady federal
R&D leadership, much of which is in response to
the leading-edge requirements of government mis-
sion agencies. A recent National Research Council
Report titled “Innovation in Information Technol-
ogy” notes that, regarding modern electronic com-
merce, “nearly every key technological component
has been shaped by [federal] investment,” includ-
ing the Internet, web browsers, public-key cryptog-
raphy, back-end database and transaction process-
ing, and search engines. The report illustrates this

by tracing the research origins of more than a
dozen multi-billion dollar IT markets (http://books.
nap.edu/catalog/10795.html).

There are four reasons for recommending that the
government continue in its R&D role for software.

— The first is the “non-appropriability” of many of
the most significant research results in IT and
software practice. That is, there are foundational
results that cannot successfully be confined to a
single sponsoring organization—their impact dif-
fuses broadly into the technical community and
the market. Generally speaking, industry lacks an
incentive to create non-appropriable fundamental
science—it is difficult for firms to build an re-
turn on investment model for investing in this
kind of research, whose results may diffuse di-
rectly to competitors. Many of the most impor-
tant concepts of information technology are in
this category.

The revolutionary concept of networked personal
computing developed principally at Xerox
PARC under a combination of federal and pri-
vate sponsorship is an example. In the end, it
didn’t do much for Xerox, but it triggered the
creation of an entire industry. In software, this
includes core ideas related to process, program-
ming languages, software architecture and de-
sign, and quality practices.

— The second reason for a government role is
commonalities. The early definition of standards
is a critical element of the pattern of innovation
in the IT industry. Government has had a long-
standing role in facilitating the so-called pre-
normative work that leads to the commonalities
critical to the creation of markets for new IT ca-
pabilities. The early Internet Engineering Task
Force (IETF) had a pivotal role and provides an
important model for consensus management in a
community of innovators. For example, the first
versions of the fundamental standards of the
modern web-based Internet (IP, TCP, HTTP,
HTML) were developed by a handful of re-
searchers, all working under government spon-
sorship, collaborating through the IETF.

— The third reason is the impact on education and
universities. Companies such as Microsoft and
IBM are developing a new generation of engi-
neering tools to improve software quality
through direct analysis of software code and
other artifacts. These development efforts rely
heavily on fundamental technical concepts that



were developed in university labs, including, for
example, finite-state model checking, binary de-
cision diagrams, rule-based inference, and many
program analysis techniques. Such work is gen-
erally sponsored by the National Science Foun-
dation (NSF), Defense Advanced Research Pro-
jects Agency (DARPA), and other National Co-
ordination Office for Information Technology
Research and Development (NITRD) agencies.

Government sponsored university research pays
additional dividends. In particular, the research
programs in most universities and labs are
closely coupled with and benefit the education
enterprise. The direct engagement in the most
aggressive research, including traditional ex-
ploratory basic research and far-sighted mission
research, creates the next generation of inventors
and innovators, who become tomorrow’s indus-
try leaders.

— The fourth reason is a surge in innovation in the
last decade that has the potential to lead to sig-
nificant improvements in quality, practices, and
our ability to engineer highly capable software
systems. These innovations have come from both
university and industry labs, leveraging the im-
pact of government supported R&D.

» IT is erroneously perceived to be at a plateau. In-
dustry senior managers recognize the need for
R&D. Less than a year ago, Craig Barrett, the CEO
of Intel, said to USA Today, “We have to invest
more in R&D. If you have a worse education, a
worse infrastructure, and you spend less of your
gross domestic product on R&D, what makes you
think you should be in a pre-eminent position?”
Perhaps most importantly, he noted the importance
to U.S. employment of “research and development
investment that is government funded,” noting that
the fraction of output that has gone to R&D has de-
clined over the past two decades. “R&D creates the
ideas for future products and services.”

Additionally, the Business Roundtable, represent-
ing 150 U.S. CEOs, issued a report that notes,
“Most of the significant cyber incidents that have
harmed American business and consumers over the
past several years have had at their root cause de-
fective and readily exploitable software code.” It
adds, “Most software development processes used
today do not incorporate effective tests, checks, or
other safeguards, to detect those defects that result
in product vulnerabilities” (http://www.business
roundtable.org). Recent innovations suggest that,
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with a sustained R&D initiative, many of these is-
sues can in fact be addressed.

In the long run, software engineering capability
predicts system security. More than 90 percent of
the thousands of exploits reported annually to the
Computer Emergency Response Team (CERT)
build on software flaws. Some observers have
stated that these flaws exist because vendors feel
they can “get away with” shoddy quality. While the
marketplace may be overly tolerant of poor soft-
ware quality, these flaws are more a result of the
fact that both the industry and the R&D community
are still struggling with how to achieve high levels
of quality in software engineering practice.

Today, software program managers generally em-
ploy traditional engineering management ap-
proaches that are taken from the statistical quality
community. But statistical approaches do not ad-
dress all the challenges of producing dependable
and secure software. Software components are not
like physical systems that wear out over time. In
particular, software bugs are actually flaws of de-
sign and implementation. Moreover, all software
faults are not created equal, either with respect to
the kinds of system failures they may trigger or the
difficulty of repairing them. Some faults may be in-
trinsic in the system architecture, while others are
mere coding oversights.

A Defense Science Board task force noted that,
“improvements to process, training, incentives, and
procurement are critical, and yet improvements to
the process without improvements to the technol-
ogy cannot address the staggering complexity nec-
essary for achieving a national competitive advan-
tage.” The President’s Information Technology
Advisory Committee (PITAC), in its inaugural re-
port, noted that “Our ability to construct the enor-
mously complex software systems that lie at the
core of our economy (is) painfully inadequate.
Therefore, the increases in research on software
should be given a high priority” (http://www.nitrd.
gov/pitac/).

Cybersecurity and dependability appear to be high
priority, but are not receiving long-term federal
mission investment. As noted above, there is a
structural federal role in sustaining a rapid pace of
innovation in software and IT. Data from the Com-
puting Research Association (http://www.cra.org)
suggests that federal investment is declining, and
this is happening just when (1) strategic govern-
ment investment overseas is increasing, and (2)
major new technical opportunities are emerging



from the lab. The technology is advancing rapidly,
and technology is the principal source of future
growth potential for both capability and quality.
Progress requires attention to both technical and
management issues, with neither excluded.

Goal:

The overriding goal of the Software R&D program is
to establish and maintain the U.S. position as the pre-
eminent leader in software technology and innovation
in support of our vital interests in economic and na-
tional security.

Initiatives
R-1: Software R&D Roadmap Initiative
Objectives:

* Identify a set of specific software engineering
“Grand Challenges” and associated “Grand Strate-
gies” to stimulate and target mid- and long-term
government, industry, and academic research ef-
forts.

* Promote cooperation and partnerships between
government, industry, and academia in support of
common strategic R&D goals. This includes fed-
eral investment in areas where structural econom-
ics disincentivize industry investment due to non-
appropriability, risk/horizon, and other factors.

Tasks:

* Task R-la: Identify Software “Grand Chal-
lenges” and “Grand Strategies.” This task must
go beyond identification and articulation of the
challenges we face and create public-private
strategies that can address them in the long-term.

Undertake a joint “gap analysis” effort, including
participation from government, industry and aca-
demia, to assess the current state of software re-
search across the nation, with emphasis on identi-
fying areas which are receiving insufficient atten-
tion and resources when compared to their relative
promise for significant impact. High impact and
high opportunity areas can form the basis for rec-
ommending “Grand Strategies” that can be ad-
dressed through government, research, and industry
collaboration.

Not all areas of software technology require this
kind of strategic attention. Industry does not re-
quire government assistance, for example, to opti-
mize existing application capabilities. But there are
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two areas of particular significance where Grand
Strategy is appropriate. The first is quality and
trustworthiness. Government has an essential role
in leading R&D efforts to address mid- and long-
term approaches to quality and security. The sec-
ond is new infrastructural capability. Government
has a role in fostering breakthroughs in technolo-
gies for enabling software to advance to fundamen-
tal new levels of capability, for example, in the de-
velopment of cognitive and autonomous systems.
Advancement in this area requires a range of tech-
nical innovations ranging from cognitive architec-
tures to language technologies to specialized ap-
proaches to quality assurance for autonomous sys-
tems.

The “Grand Strategies” developed in this task
should identify objectives at 2-year, 5-year, and 10-
year milestones. The rationale for this is that the
aggressive stop-gapping required in a near-term re-
sponse (generally not a focus of government R&D
investment) is of a different character than the stra-
tegic investment focused on capabilities to emerge
5 to 10 years later. Mission agencies historically
have been able to control their own future through
such R&D investments. This is particularly true for
the DoD, Department of Energy, and the National
Aeronautics and Space Administration (NASA).

e Task R-1b: Software Capability Business Case
Development. A complementary effort to the
“Grand Challenge” and “Grand Strategy” task
above should be undertaken to develop the ele-
ments of a national return-on-investment case for
critical areas of research, with emphasis on the
government business case for investment and lead-
ership from the federal government. This could
draw on, for example, the pivotal role of govern-
ment in national security, healthcare, and aero-
space. An important element of this task is the de-
velopment of meaningful metrics, both quantitative
and qualitative, that relate to the public interest and
potential benefits from these programs.

R-2: Government-Led Strategic Software R&D
Initiative

Objectives:

* Achieve significant long-term results in the identi-
fied strategically significant areas of software tech-
nology.

* Build a revitalized national research community
and shared culture across the sectors. In the past
two years, according to NITRD figures, software-
related research is actually in decline in research



institutions such as universities and federal labora-
tories, due to shifts in mission agencies to nearer-
term priorities and away from longer-term issues
related to engineering capability and infrastructure.
This is short-sighted, especially when other na-
tional governments are rapidly scaling up their in-
volvement in this area.

As part of this, engage industry and academia in
collaborative participation.

Tasks:

* Task R-2a: Focus on Strategically Significant
Technical Areas. For each area, identify appropri-
ate collaborative processes, time horizons, and ex-
pectations. Technical priorities for new R&D are
identified on the basis of extensive interactions
within the technical community in a variety of fo-
rums. Suggested topics include:

— Software structure, composition, and integration.
Topics include: (1) How to move beyond the
limits of present approaches to the structuring of
systems based on object-orientation. (2) Support
for sustaining intellectual control over evolving
software systems, including restructuring and
structural revision. (3) The design of framework,
library, and component interfaces, including is-
sues of composition and pattern design. (4) The
design of heterogeneous systems composed from
diverse components of diverse heritage. (5) Sup-
port for domain-specific application require-
ments.

— Models of design intent. Topics include: Means
for developers and requirements-setting teams to
more effectively express needs and support di-
rect analyses on those specifications. This in-
cludes attribute “cross-cut” (aspect) analysis.

— Direct evaluation and measurement of software
artifacts. Most measures of software in current
practice are weak proxies for the actual variables
of concern. Topics include: (1) Improved models
for critical non-functional attributes including
dependability, quality, and security. (2) Support
for analysis and reasoning about systems at
scale. (3) More direct metrics for critical product
and process attributes at code level, design level,
and requirements level.

— Flexible process and team support. Most large-
scale software involves distributed multi-site col-
laboration. Topics include: (1) Enabling aggres-
sive process implementation through tools and
technology. (2) Software engineering knowledge
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management, including the design corpus, for-
mal and informal linking among its elements,
traceability and audit, and assurance support. (3)
Support for advanced highly iterative processes.

— Software systems architecture. Topics include
the relationship of critical non-functional attrib-
utes with architecture, including security, ro-
bustness, reliability, and autonomy.

— Software in systems engineering. Topics include:
(1) Software approaches to systems attributes,
including security, robustness, reliability. (2) Ar-
chitectures for distributed and embedded com-
puting that provide better support for autonomy,
quality assurance, and next generation comput-
ing systems.

Task R-2b: Rebuild the Software Engineering
Research Community and Create a Collaborative
Shared Culture Among Practitioners and Re-
searchers. At the current time, the economics of
mission R&D in software have forced disengage-
ment in many academic laboratories, which threat-
ens not only the capability of the Nation to inno-
vate in this area, but also our ability to train the
next generation of experts. With the scaling up of
offshore software development effort, it becomes
more important to sustain a community of expertise
and innovation that can continue to provide a focal
point of R&D leadership. Otherwise, innovation
leadership will go offshore along with the more
routine development work. When innovation lead-
ership is lost, we lose the ability even to understand
what software is being created on our behalf.

Task R-2c: Support a Strategic Technology Matu-
ration Program. This would be a government-led
collaborative initiative to bring key emerging tech-
nologies to maturity. This could accelerate the
process of bringing promising software technolo-
gies out of the lab. The range of scale in software is
prodigious when compared with other engineering
technologies—software systems can range in size
over more than eight orders of magnitude. In par-
ticular, a focus on bridging the gap between ap-
proaches that now work well in smaller systems in
the 30 KLOC range and the need to extend those
approaches to the 30 MLOC system range would
have enormous value. This task would identify the
driving problems and create testbeds, skunkworks
and virtual laboratories, all focused on extending
the relevant technologies to reliably produce soft-
ware systems in the target LOC range.



D. Encouraging Innovation within the
U.S. Software Industry

Background

A critical factor for the future of the U.S. software
industry is its ability to lead through innovation. In-
novation fosters the new ideas, technologies, and
processes that lead to better jobs, higher wages and a
higher standard of living. For advanced industrial
nations no longer able to compete on cost, the capac-
ity to innovate is the most critical element in sustain-
ing competitiveness. In focusing on innovation, it is
necessary to consider the full context of competitive-
ness, innovation, and productivity. While innovation
is the engine, the impacts and benefits of innovation
reveal themselves in enterprise competitiveness and
worker productivity as the return on innovation. This
is particularly true in the field of software which can
have a highly leveraged impact on the rest of the na-
tion’s economy.

» Competitiveness and Productivity. The Council on
Competitiveness defines competitiveness as “the
capacity of a nation’s goods and services to meet
the test of international markets while maintaining
or boosting the real income of its citizens.” The
strategic management of global competitiveness in
software calls for setting direction, providing fuel,
and controlling the business environment including
the supplier, the customer, the competition, and
change and event threats.

Productivity centers around the amount of output
per unit of effort or time expended. Understanding
and measuring productivity simply requires taking
measurements on the factory floor. For example,
Barry Boehm in “Software Engineering Econom-
ics” discusses the number of instructions produced
per person month. Others prefer to state software
output in terms of lines of code or function points
rather than number of instructions. As the mainte-
nance of legacy code has grown, the staff size to
support an operation has yielded a span of respon-
sibility metric, the number of lines or function
points maintained per staff person.

» The Role of Innovation. Innovation is essential to
competitiveness. Innovation is more than some-
thing new. Understanding and measuring innova-
tion requires study and research. One approach is
to focus on the leading indicators surrounding pat-
ent operations, such as, the number of patents sub-
mitted and awarded and the time interval between
patent submission and award.
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— IBM’s Sam Palmisano also sees innovation as